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Technology Trends

1. IP Will Eat Everything!  

7. Broadband Will Be Common

4. Wireless Internet  Will Be Big – Driving Mobility

5. Sensor Networks Will Be Everywhere 

2. Convergence of Communications & Applications 
Will Be A Reality

6. Death of Locality

3. Ethernet Will Be Universally Deployed

8. Wireless & Wired Lines Will Converge – Accelerating 
Virtualization

10. Home LANs Will Proliferate

9. Information Mining Will Transform the Way We Do 
Business
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Transforming Technologies

1. Network Architecture

3. Security

4. Wireless

2. Network Management

5. Knowledge-based Services
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SecuritySecurity

NetworkNetwork

AccessAccess

TransportTransport

1980s 1990s 2000s

Evolution & Future of Network Architecture

Telecommunications Is Undergoing A Massive TransformationTelecommunications Is Undergoing A Massive Transformation
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Transformation: Last Mile Access

AT&T Local Network

Gig E - Multi-Services
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SoIP Common Infrastructure

Global Packet Layer (MPLS)

Bandwidth Management Layer

Photonic Layer
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Service 
Integration
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IP Network Convergence: Delivers The Flexibility & 
Integration To Serve Users Better
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Network

Power of Convergence
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Photonic Packet Networks 

Photonic Packet Routers

Data Remains Optical From Source To Destination

� Photonic Packet Networks pose a ‘Grand Challenge’ for the industry

� Optics challenges include fast switches, fast-tuning Tx & Rx, and optical buffers

� Network challenges include management, reliability, QoS, and basic architecture

� Cost, efficiency & functional capability will set the pace of photonic packetization

N 

fibers

M λs
per fiber

∆τ
∆τ
∆τ
∆τ λ4⇒λ4

NM 
X

NM

λ3⇒λ1
λ2⇒λ3
λ1⇒λ2

Switch Control
Read

Labels

Write

Labels

opt. 3R
opt. 3R
opt. 3R
opt. 3R

Opt. Switch

(SOA, LiNbO3, AWG)

3R regen with 

λ convert
(SOA, non-lin fiber)

Opt. buffers

(fiber, slow light?)

N 

fibers



© 2005 AT&T, All Rights Reserved. 9

Transforming Technologies

1. Network Architecture

3. Security

4. Wireless

2. Network Management

5. Knowledge-based Services
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Network Management

Web
reports 

Discords

Low level
standard 

form (tables)

Abstract
network
database

polled

queries

Router configuration

Automation

fix

Cost breakdowns

0

100

200

300

400

500

600

700

800

900

1000

Single

homed

18

nodes

SNRC

diverse

18

nodes

Single

homed

20

nodes

SNRC

diverse

20

nodes

Single

homed

22

nodes

SNRC

diverse

22

nodes

Single

homed

25

nodes

SNRC

diverse

25

nodes

Scenarios

C
o

s
t 

($
M

)

Backbone links

Avici

Uplinks

MSE

TDM backhaul

Network Management
• Traffic, 
• Configuration, 
• Route Management,  
• Performance Management, 
• Planning and Design Optimization
• Managing Scale

Security
• BGP Security
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• VoIP Security
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Plug InPlug In
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Monitor, Decide, Control

� Challenge: Network Survivability
• Requires detailed network-wide 

views of layer 1-3 topology, routing, 
risk and failure modes, traffic matrix

• Knowledge of traffic matrices 
(where traffic comes from and goes 
to) had been totally missing in IP 
networks

– A showstopper for sound, economical 
network engineering

� Breakthrough: Tomo-gravity
• Accurate inference of IP traffic 

matrices in seconds from link loads

� Result  
• Automated systems and tools to 

assure network survivability
• Dramatic improvement in network 

engineering and operations

Tomo-gravity

IP Decision Support
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Application and Traffic Analysis

� Challenge: IP Traffic Analysis
• Flow data volumes are HUGE

• Aggregation?

– Answers to a small set of fixed queries

– No answers to a myriad of other queries 

that inevitably arise and demand answers –

no drill down capability

� Research Breakthroughs
• Smart samplingTM of flow data

• DaytonaTM data management system

� Result
• Detailed views of network traffic are 

critical for large ISPs and enterprise 

networks

– Drill-down/drill across applications, sites, 

traffic sources, services …

– Billing/accounting/chargeback by netwrok

address application, volume …

– Security: investigation of DoS attacks, port 

scans

• 365x24x7 network-wide traffic views

TAS
collector

TAS
collector

TAS
collector

DAYTONA

DataBase

TAS
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Emerging Capabilities

� Customer leverages detailed views of 
traffic, and APIs to express their own 
routing policies
1. Customer specifies own routing service 

policies and requirements 
– sites communicate only with data centers, 

with preferred data center varying by site 
and by currently available resources

2. Network policy engine dynamically adapts 
routing integrating customer’s policies with 
end to end performance and availability 
measurements

CE1

PE 1

Path 

Characteristics
Policy 

Engine

CE3CE2 CE4

PE 3
PE 2

PE 4

Customer 
Data Center 1

CE5

Customer 
Data Center 2

PE 5

Customer 
Data Center 3

Dynamic Modular MPLS VPNs

� Enable customer to build a dynamic 

layer 1 network 
• Customer determines dynamic bandwidth 

needs and signals these to the network to 
establish dynamic end to end circuits 

Optical VPNs and Bandwidth on Demand

Policy 

Engine
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IP/MPLS GBB
In

novatio
n

IP/MPLS GBB

Power of the Cybernated Network

� Monitor – traffic, topology

� Decide – capacity, configuration

� Control – capacity, topology & update

Non-Real Time Real Time
� Monitor – fault, performance

� Decide – problem mitigation

� Control – network update

Hitless Maintenance Automated Restoration

Continuous Monitoring, Flexible Command & Dynamic Response
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Transforming Technologies

1. Network Architecture

3. Security

4. Wireless

2. Network Management

5. Knowledge-based Services



© 2005 AT&T, All Rights Reserved. 18

Global Network  

Security Threats 

Layer-Specific

Safeguards 

Layer 1:

Physical Transport

Layer 1:

Physical Transport

Layer 2:

Data Link

Layer 2:

Data Link

Layer 6:

Presentation

Layer 6:

Presentation

Layer 7:

Application

Layer 7:

Application

Layer 3:

Network/Routing

Layer 3:

Network/Routing

Layer 4:

Transport

Layer 4:

Transport

Layer 5:

Session

Layer 5:

Session

Worms,
Viruses

and Intrusions

• World Class Reliability Programs
• Business Continuity/DR

• Common Security Architecture
• Security Tools – Managed Firewalls

• Scanning
• Policy Enforcing

• Data Visualization/ Data Fusion
• Automatic Traff. Anomaly Detection
• Detection Denial of Service (DDoS)

• IP Real Time Network Routing

• Internet Protect

• Restoration
• Real Time Alerting

Security Services
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Turning the Network into the First Line of Defense

Worms 

Viruses 

Malware

Infected 
PCs

PCs Are Not 
Infected or 
Are Managed 
by OneCore If 
Infected 

Initially as a card and 

then moving into the PC

Blocks & 

Prevents

Worms 

Viruses 

Malware

Internet

Internet

IP CBB

One 
Core

Power of Detection 

Network knows about attacks and blocks 

them before user, or even the software 

virus protection companies know.  (e.g. 

AT&T Internet Protect)

Breakthroughs in Speed & Scale Enable 
Power of Detection

Network 
Intrusion
Detection
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Nachi Scanning: ICMP-8 (Echo) Reletive to Flows & Bytes
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Pre-Nachi – ICMP/8 (Echo) - 8/18 0000GMT
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Revolutionizing Security

Power of Protection 

A cloaking device is a form of stealth technology, 
used to render an object invisible to the eye and 
to most sensor systems.  StarTrek

Worms

Spyware

Viruses

Malware

Attacks 
from 

Within

Internet

Global 

IP/MPLS 

Backbone
Shield the Network & 
Attached Devices from 
Viruses, SPAM, 
Malware & Spyware

Protect the Network from 
Attacks by Infected PCs 
within the Network

Breakthrough  

Technology
Breakthrough  

Technology

NETWORK CLOAKINGNETWORK CLOAKING
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Targeted 
servers

Non-targeted 
servers 

2 8 4 2

1 7 2 0

5
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8

Scrubber

BGP announcement

2. Activates Scrubber

(Auto/Manual)

AT&T IP Network
1. AT&T Internet Protect 
Detects DDoS attack

3. Diverts only the Target’s
traffic to Scrubber

Non-targeted 
servers 

Example: AT&T DDoS Defense Diversion Overview
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Example: AT&T DDoS Defense Diversion Overview

AT&T IP Network

2 8 4 2

1 7 2 0

5

2 2

8

Targeted 
servers

4. Scrubber: Identifies and 
filters the malicious traffic

6. Non-targeted
traffic flows
freely

Non-targeted 
servers 

Non-targeted 
servers 

Targeted traffic redirected

Scrubber

5. Scrubbed Legitimate 
Traffic Flows
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Network Based Security

Client

Enterprise

Client

Enterprise

Network “Intelligence and Security”

Edge Edge

� Network-Based Solutions

� Efficient, Inexpensive, Holistic

� Non-Repetitive Across Client Base

� Total Cost of Ownership (TCO) 
Improvement 

IP Network

3rd Party Network

VPN, Firewall, IDS, 
Anti-Virus, Etc.

Security built into the 
network, protecting 
customer network 

& applications

Client

Enterprise

Client

Enterprise

Current State of Industry 

“Distributed Enterprise Edge Security”

Edge Edge

� Client Security Investment at Edge

� IDS, Firewalls, Anti-Virus, Anti-SPAM 
Deployed by Customer

� Inefficient, Expensive, Non-Holistic

� Repetitive Across Client Base

Primary Provider
IP Network

3rd Party Network

CHALLENGE: Industry-wide Convergence Toward 
Network-based Solutions
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Network Security Challenges

1. Eliminate epidemic-style attacks (viruses, worms, email spam) within 
10 years – better software code is a critical component.

2. Develop tools and principles that allow construction of large-scale 
systems for important societal applications -- such as medical 

records systems -- that are highly trustworthy despite being attractive 
targets 

3. Quantitative information-systems risk management ≥ quantitative 
financial risk management within the next decade; 
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Transforming Technologies

1. Network Architecture

3. Security

4. Wireless

2. Network Management

5. Knowledge-based Services
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HF Radio
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2G Cellular
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Train
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Macrocellular

Systems
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Mobile

Telephone
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1980 1990 2000 2010

PCS
Microcells

(~0.5 -2 mi)

2.5G
Microcells

(~2 mi)

WNAN/LAN
Nanocells

(~.06 -.2mi)

The 2G
“Sweet Spot”

Cell-Based Coverage Area Trends

The 3G/Wi-
Max “Sweet 

Spot”

The 4G 
“Sweet
Spot”

10,000 mi2

700 mi2

• Increased Bandwidth Demand/User
• Battery/Dissipation Device Constraints
• Moore’s Law Radios
• Increased Edge Intelligence
• Distributed Control Techniques

CHALLENGES
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Wireless Technology Evolution

� Cellular networks: bandwidth improvements; simultaneous voice/data operation
� Wireless LANs: bandwidth improvements; automated management; fast 

handoffs
� Wireless MANs: 802.16/WiMax for access/WiFi backhaul; evolving to mobility 

support
� Devices: Hybrid voice, data, multimedia devices; Open OS environment; 

multiple radios evolving to software-based radio
� Services: Audio & video content, enterprise productivity applications, seamless 

mobility, location-based services

2004 2005 20072006

EDGE/1xRTT Data

Non-simul. Voice/Data

802.11e (QoS) Spec

1st W-VoIP Phones 802.11r Handoff (Fast
Roaming)

Dual Cell/WiFi Phones

1st WiMax Devices

Wider-band Data 
(W-CDMA/1xEVDO)

Seamless Cell/WiFi 
Mobility

Simultaneous Cellular
Voice/Data

Cell/WiFi Handoff 

More WiFi Channels

Automated WiFi AP 
Configuration

W-VoIP Grows

802.16e (Mobility) 
Specification

Initial Location-Based 
Services

Location-based services 
grow

1st Multi-Tier Systems



© 2005 AT&T, All Rights Reserved. 34

Field of Use for Next-Generation Systems
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Transforming Technologies

1. Network Architecture

3. Security

4. Wireless Direction

2. Network Management

5. Knowledge-based Services
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Evolution and Future of Data Management

1980s 1990s 2000s

ExchangeExchange

AccessAccess

ScaleScale

QualityQuality

AnalysisAnalysis

ModelModel

2010s

Relational 
DBMS

Object-
Relational

Data Streams 
+ DBMS

Integrated 
DSMS+DBMS

Transactional 
databases

Data 
warehouses

Virtual 
integration

Dynamic data 
warehouses

10-100 GB 1-10 TB 100TB – 1PB 10-100 PB

Offline reports Ad hoc 
analysis

Limited real 
time analysis

Real time 
analysis

Proprietary 
EDI

XML standards 
based EDI

Data 
normalization

Domain 
specific tools

Data quality 
analysis

Continuous 
audits

XML 
networking

Programmatic 
RPC

DriversDrivers Banking, 
airlines

Sales, CRM, 
Marketing

Alerting, 
Security

Real time 
decisions
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Plug In
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MIRACLE – A platform aimed at creating the technologies for automated and content-

based indexing of multimedia information for intelligent, selective, and efficient retrieval 

and browsing using IP technology

Image
Processing

AudioAudio
ProcessingProcessing

Text Text 

ProcessingProcessing

SpeechSpeech

ProcessingProcessing

Web
Technology

UserUser

InterfacesInterfaces

MIRACLEMIRACLE

NetworkNetwork

TechnologyTechnology

Video
Processing

MIRACLE: Multimedia Information Retrieval by Content
- Bringing all the technologies together

Multimedia Information Indexing
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Video Indexing: Content-Based Sampling
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Miracle Video Search Engine
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Enhanced Conferencing – Speech Mining

� VOIP conferencing

Enabling powerful new 
conferencing features

•Meeting recording 

•Multi-meeting support

•SpeechLogger keyword 

search

•Email/IM notification

•Meeting Security

SpeechLoggerTM is used 
to manage conference 

recording and searching
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WebTalk

Language
GenerationWebTalk

Data Mining

Machine Learning
Natural 
Language
Understanding

Dialog 
Management

Website 
Analysis

ASR/TTS

Information
Retrieval

WebTalk

http://www.local.att.com

Automatic spoken dialog 
system building based on a set 

of Web pages
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Converged Model

Internet
Service

Providers

IP-based Broadband Network

Network
Service

Providers

Broadband
Wireless
Access

Networks

Broadband
Wired

Access
Networks

Application
Platform

Service
Platform

Transport
Network

4

Wired/Wireless Service Integration

Education 
Services

Software
Distribution

Entertainment
Television

Interactive
Games

Information
Services

Electronic
Shopping

FoodMart
FoodMart

Multimedia/Multi-application Transparency
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Thank You!

www.att.com


