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Technology Trends
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IP Will Eat Everything!

Convergence of Communications & Applications
Will Be A Reality

Ethernet Will Be Universally Deployed
Wireless Internet Will Be Big — Driving Mobility
Sensor Networks Will Be Everywhere

Death of Locality

Broadband Will Be Common

Wireless & Wired Lines Will Converge — Accelerating
Virtualization

Information Mining Will Transform the Way We Do
Business

10. Home LANs Will Proliferate




Transforming Technologies

Network Architecture

d.

Network Management
Security
Wireless

Knowledge-based Services
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Evolution & Future of Network Architecture
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Transformation: Last Mile Access

Pipe & Point;  Most of the Cost
* Least Competition
* Least Bandwidth

* Best Ability to Differentiate
Yourself from Competitors

AT&T Core
Network

AT&T Local Network

AT&T Local

Node Cable

Modem

Gig E - Multi-Services
Platform (MSP)

AT
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Non-Line of MDS, LMDS

Sight Wireless zx:eless |||||| Colr:nor:iv:rriilc-::?ons !
WiFi Free Space Virtual - l"MNr
Optics Common ’ Passive Optical
Space Network
Wireless

Wireline

noints are reachable via'IP and' VolP
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Network Convergence Target Architecture

SolP Common Infrastructure |
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Photonic Layer
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Power of Convergence

FROM TO

Srpirran Multimedia

Multi-application Business
v & Transparency Corporate Sites Partners
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IP-based

Broadband IP/MPLS
Network Infrastructure

Photonic

e/
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Business Corporate Sites
Partners

Wired/Wireless
Service
Integration

-

End Users End Users

IP Network Convergence: Delivers The Flexibility &
Integration To Serve Users Better
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Photonic Packet Networks

Data Remains Optical From Source To Destination
Photonic Packet Routers

Read : Write
M 7?S Labels =LAl Gl Labels
per fiber [ 11
= —=1A BRI= g
— ( — ﬁg 83.%- %iﬁ \ —

N S K — A NM 8_3 AR ) — | N
fioers | — / — NXM : \ — | fibers
— Opt. buffers — : 3R regen with o

(fiber, slow light?) A convert
Opt. Switch (SOA, non-lin fiber)

(SOA, LiINbO3, AWG)

Photonic Packet Networks pose a ‘Grand Challenge’ for the industry

Optics challenges include fast switches, fast-tuning Tx & Rx, and optical buffers

Network challenges include management, reliability, QoS, and basic architecture
Cost, efficiency & functional capability will set the pace of photonic packetization

S
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Transforming Technologies

Network Architecture

Network Management

d.

Security
Wireless

Knowledge-based Services
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Network Management

Network Management

* Traffic,
» Configuration,

» Route Management,
» Performance Management,
 Planning and Design Optimization

» Managing Scale

Security

* BGP Security

* Route Security

« S/W Vulnerability

 Configuration Vulnerability

» VoIP Security

« Worms and Viruses

* Cloaking

....................

Cost breakdowns

Single SNRC Single SNRC Single SNRC Single SNRC
homed diverse homed diverse homed diverse homed diverse
18 18 20 20 22 22 25 25
nodes nodes nodes nodes nodes nodes nodes nodes

Scenarios

st
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Abstract
network

database

Low level
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Service Oriented Framework

Network
Mgmt
SVCs

Security
SVCs

Plug In Plug In

§ ATeT
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Service Oriented Framework

Networ
Mgmt
SVCs

Securit
SVCs
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Monitor, Decide, Control

Tomo-gravity

— actual
estimated

iraffi

ffic matrix element
apam—

[ List of upcoming PCls zilla
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IP Decision Support
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= Challenge: Network Survivability

* Requires detailed network-wide
views of layer 1-3 topology, routing,
risk and failure modes, traffic matrix

» Knowledge of traffic matrices
(where traffic comes from and goes
to) had been totally missing in IP
networks

— A showstopper for sound, economical
network engineering

= Breakthrough: Tomo-gravity

* Accurate inference of IP traffic
matrices in seconds from link loads

= Result

» Automated systems and tools to
assure network survivability

 Dramatic improvement in network
engineering and operations

© 2005 AT&T, All Rights Reserved.
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Application and Traffic Analysis
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DAYTONA §

= Challenge: IP Traffic Analysis

* Flow data volumes are HUGE
« Aggregation?
— Answers to a small set of fixed queries

— No answers to a myriad of other queries
that inevitably arise and demand answers —
no drill down capability

= Research Breakthroughs

«  Smart sampling™ of flow data
« Daytona™ data management system

DataBase = Result

TAS collector TAS
collector collector

* Detailed views of network traffic are
critical for large ISPs and enterprise
networks

— Drill-down/drill across applications, sites,
traffic sources, services ...

— Billing/accounting/chargeback by netwrok
address application, volume ...

— Security: investigation of DoS attacks, port
scans

© 2005 AT&T, All Rights Reserved.
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Emerging Capabilities

Customer Dynamic Modular MPLS VPNs

Data Center 3 = Customer leverages detailed views of

traffic, and APIs to express their own
routing policies

1. Customer specifies own routing service
policies and requirements
—  sites communicate only with data centers,
with preferred data center varying by site
and by currently available resources
2. Network policy engine dynamically adapts
routing integrating customer’s policies with
end to end performance and availability
measurements

Customer
Customer Data Center 2

pemtenterl  Optical VPNs and Bandwidth on Demand

= Enable customer to build a dynamic
layer 1 network

» Customer determines dynamic bandwidth
needs and signals these to the network to
establish dynamic end to end circuits

§ ATeT
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Power of the Cybernated Network

Continuous Monitoring, Flexible Command & Dynamic Response

Non-Real Time Real Time
= Monitor — traffic, topology = Monitor — fault, performance
= Decide — capacity, configuration = Decide — problem mitigation
= Control — capacity, topology & update = Control — network update
Hitless Maintenance Automated Restoration
oo
o?

P/MPLS GBB P/MPLS GBB

=1
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Transforming Technologies

Network Architecture

Network Management

Security

d.

Wireless

Knowledge-based Services

S
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Security Services

Global Network
Security Threats

Layer-Specific
Safequards

» World Class Reliability Programs

Loz o ‘ « Business Continuity/DR

Application

Layer 6: « Common Security Architecture
Presentation ‘ - Security Tools — Managed Firewalls

Worms,
Viruses Layer 5: « Scanning
and Intrusions Session ‘ « Policy Enforcing

» Data Visualization/ Data Fusion
» Automatic Traff. Anomaly Detection

Layer 4: ‘
 Detection Denial of Service (DDoS)

Transport

Layer 3: « IP Real Time Network Routin
Network/Routing ‘ 7

Layer 2: « Internet Protect
Data Link ‘

Layer 1: ‘ « Restoration
* Real Time Alerting

Physical Transport

§ ATeT
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Power of Detection

Turning the Network into the First Line of Defense

Network
Intrusion
Detection

Network knows about attacks and blocks
them before user, or even the software

virus protection companies know. (e.g.
AT&T Internet Protect)

Initially as a card and
then moving into the PC

Blocks &

Prevents
Worms
Viruses

Malware

Worms
Viruses
Malware

Infected
PCs

PCs Are Not
Infected or
Are Managed
by OneCore If
Infected

Breakthroughs in Speed & Scale Enable

Power of Detection

© 2005 AT&T, All Rights Reserved.
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Percent of Total

Life-Cycle of Nachi

Nachi Scanning: ICMP-8 (Echo) Reletive to Flows & Bytes
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decay
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Power of Protection

o\lgh . o
\d\“ \] A cloaking device is a form of stealth technology,
% Brea 0\09 used to render an object invisible to the eye and
ATeT 1 ec\’\“ to most sensor systems. o,..7.ex
. Protect the Network from
Worms NETWORK CLOAKING \. S Attacks by Infected PCs
AN within the Network

Spyware ———

Viruses —— ;

Malware _ £
Shield the Network &
Attached Devices fron.'m\“/T
Viruses, SPAM,

Malware & Spyware

Revolutionizing Security

g ATsT
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Example: AT&T DDoS Defense Diversion Overview

AT&T IP Net

//A«

work
. —— 1. AT&T Internet Protect
Detects DDoS attack

2. Activates Scrubber
(Auto/Manual)

Scrubber

3. Diverts only the Target’s
traffic to Scrubber

Non-targeted
servers

Targeted

Non-targeted

servers
servers
% ATT
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Example: AT&T DDoS Defense Diversion Overview

AT&T IP Network ~~

’

4. Scrubber: Identifies and
filters the malicious traffic

l

~ Targeted traffic redirected

B & —

6. Non-targeted
traffic flows
freely

Scrubber

5. Scrubbed Legitimate

Traffic Flows

-

Non-targeted
servers | | !
> e P

Targeted

Non-targeted
servers

servers
% ATT
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Network Based Security

Current State of Industry
“Distributed Enterprise Edge Security”

3rd Party Network

Primary Provider
IP Network

"&ﬁ: -
-

= Client Security Investment at Edge

= IDS, Firewalls, Anti-Virus, Anti-SPAM
Deployed by Customer

= Inefficient, Expensive, Non-Holistic
= Repetitive Across Client Base

Network “Intelligence and Security”

Security built into the
network, protecting
customer network

& applications

3rd Party Network

IP Network
VPN, Firewall, IDS,

m Anti-Virus, Etc. m

= Network-Based Solutions
= Efficient, Inexpensive, Holistic
= Non-Repetitive Across Client Base

= Total Cost of Ownership (TCO)
Improvement

CHALLENGE: Industry-wide Convergence Toward
Network-based Solutions

© 2005 AT&T, All Rights Reserved.
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Network Security Challenges
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Transforming Technologies

Network Architecture
Network Management

Security

Wireless

d.

Knowledge-based Services
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Cell-Based Coverage Area Trends

100,000

Cell
Radius 10,000
(Feet)

1,000

100

Telephone

HF Radio

(~300 mi)

Maritime
Mobile

Service

Metroliner
Train
Telephone

(~15 mi)

“Sweet

A

* Moore’s Law Radios
* Increased Edge Intelligence
» Distributed Control Techniques

1G

Macrocellular

Systems

S

The 2G s0m?

Microcells

(~4m

12mi

Spat”_‘} n{{lgg{_;‘Sweet
2.5G =Spot”

(~2 mi) A
PCS
Microcells
(~0.5 -2 mi)
1950 1960 1970 1980 1990 2
Year

2G Cellular
Expanded
Service

i)

The 3G/Wi-

WNAN/LAN
Nanocells
(~.06 -.2mi)

Increased Bandwidth Demand/User
» Battery/Dissipation Device Constraints

100 Watts

10 Watts

Mobile/
Portable
Maximum
Power
Output

100 mW

.01 mi2
4+ 30 mw

The 4G
“Sweet

010°POt”

1 Watt
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Wireless Technology Evolution

EDGE/1xRTT Data Cell/WiFi Handoff Wider-band Data Seamless Cell/WiFi
_ _ (W-CDMA/1xEVDO) Mobility
Non-simul. Voice/Data 1st WiMax Devices t A
s02.11a 000 L 802.16e (Mobility) 1% Multi-Tier Systems  simultaneous Cellular
. Specification More WiFi Channels Voice/Data
15 W-VoIP Phones 802.11r Handoff (Fast W-VoIP Grows Automated WiFi AP
Roaming) Configuration

Initial Location-Based Location-based services
Services Dual Cell/WiFi Phones grow

2007

2004 2005 2006

= Cellular networks. bandwidth improvements; simultaneous voice/data operation

= Wireless LANs. bandwidth improvements; automated management; fast
handoffs

= Wireless MANSs:. 802.16/WiMax for access/WiFi backhaul; evolving to mobility
support

= Devices. Hybrid voice, data, multimedia devices; Open OS environment;
multiple radios evolving to software-based radio

= Services: Audio & video content, enterprise productivity applications, seamless
mobility, location-based services

© 2005 AT&T, All Rights Reserved.



Field of Use for Next-Generation Systems

Peak
Data

100

-
o

—

Megabits per Second

Rate  igher rate “The Right Tool

Less Mobility

for the Right Job”
4G H/S Wireless LAN

5 GHz Unlicensed

4G Wireless LAN

24&5GHz

3G Fixed or Pedestrian 3G/802.16 Wireless

Various Bands

. Wider Area,
3G Mobile More Mobility

2G Wireless

2.5G Mobile/Pedestrian 800 MHz, 2 GHz

10 feet 100 feet 1 mile 10 miles

=1
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Broadband Wireless Access

802.16
Access Non Line of
Sweet Spot poian
oint to

Multi-point

Point to Point
BACKHAUL

6 GHz BBW

25 miles

OnNet
Sweet
Spot

11 GHz BBW

10

23 GHz BBW

BUSINESS

’ Telco

Core .
Network

or Private

(Fiber)
Network

OC3 Fiber 0C48

1

Distance from Network to Customer Building

75% 25 psy c Location Bandwidth Need
o > t t t
CerUltS DS-1 ustomer Location banawi ee Internet
H ﬁ Backbone
70% Access 30% Access Cost

Cost

Wireless Internet Will Be Big -- Driving Mobility

% ATT
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Transforming Technologies

1. Network Architecture
2. Network Management

3. Security

4. Wireless Direction

5. Knowledge-based Services

=L
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Evolution and Future of Data Management

1980s
Relatio
Model DBM
A Transactio
ceess database
Scale 10-100 GB
Analysis JROLLGER I
Programm
Exchange RPC
. Data
Quality normalization
Drivers Banking,

airlines

1990s

Ad hoc

2000s

100TB - 1PB

Limited real

analysis time analysis

Domain
specific tools

Sales, CRM,
Marketing

ML
ba

Data quality
analysis

Alerting,
Security

2010s

Real time
analysis

Continuous
audits
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Service Oriented Framework

Network
Mgmt
SVCs

Security
SVCs

Plug In Plug In

§ ATeT
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Services Over IP Framework

Security
SVCs

Plug In

Web
Data
Mining

Speech
& Video

SVCs SVCs

§ ATeT
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Multimedia Information Indexing

Video User
Processing Interfaces

Text MIRACLE Web

Processing Technology

Speech Audio Network
Processing Processing Technology

MIRACLE - A platform aimed at creating the technologies for automated and content-
based indexing of multimedia information for intelligent, selective, and efficient retrieval
and browsing using IP technology

MIRACLE: Multimedia Information Retrieval by Content

- Bringing all the technologies together

% ATT
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Video Indexing: Content-Based Sampling

i Content-Based Sampling of ¥ideo - x|
Go  Exit! - Live Display | Caption Display -
Scene number= 23 BeginNormalShot
Pan = -4
Tilk= 0
Time = 1 ms ‘h}l‘
rrratrrh
I~ Full Speed CIVDEFTH

% ATT
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Miracle Video Search Engine

<3 Search Results - Microsoft Internet Explorer, |-_||E|g|
. Fle Edt Wew Favortes Tools Help 'l';'

@Eack A J |ﬂ @ _;j /-) Seatch ‘2' Favorltes ﬁ} 4| .,;,;_ w| - _J E| ﬁ '3

| Links @] Customize Links  &] Miracle

éﬂddl’855|$é_h| hiktpe fimiracle research. att, comyprojects/miracle/query, aspxPhextsro=CCberm="% 22 Tsunami-+victimns %22 q Windows Media pll':l“jI'El' |"" ||‘D |&|

Captions Speech Transcripts  Movies ; ;
M1racle File “ew Play Tools Help

| "Tsunami victims" | [ search ] Advanced Search
Help

Broadcast TV Closed Captions Results 1-10 of 54 programs for "Ts

Nightly News Saturday, January 15, 2005 1 day ago  full progra
2l Later in the broadcast we'll report on where fundraising stands with tsunami victims 4
o We turn to another example, the poweer of nature, this time in the American west. The 5

HEC killed in an avalanche in Ltah. Michael ok reports.

Today Show Friday, January 14, 2005 2 days ago full program »
A fews days later in December, he is packing Red Cross parcels to go to the Far East €|
few days later we have a photograph of hina Nazi uniform. He's one step forward ancil
up. He is notignorant ever things that go on. He is gaing to the army and that's the bed
L
A

5| International Newsfirst Thursday, January 13, 2005 3 days ago
Meal Connery, ity news, Cape Town, Doreen: LS. president George Bush says the A

WA image around the Indian Ocean region, parts of which are largely Muslim. Joining the
trying to lend a hand. The CEC's Steven puddicombe reports from Indonesia.

“ Today Show Thursday, January 13, 2005 3 days ago  full program »

| Harry and brother William were photographed boxes relief supplies for tsunami victims.
I@ & Intermet

| £

% ATT
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Enhanced Conferencing — Speech Mining

ATsT o
E*Communications

Logyed In; Gerald Karam, ATAT Labs

Summary

Pitney Bowes

Host: Gerald Karam Host PIN: 282989 ’
Bridge # (999 555-2400 Part. PIMN: 283072

Date/Time: 08/19/04 10:54 &M EDT n: 0 hrs 20 ml
Synopsis

*no synopsis provided®

Participants

REYP: ot required.

0 CAL

5 i

Secure PINs

Status:
I will call into this meeting®
CHANGE Y SETTINGS

ActiNe Meetings...
Pithey Bowes
Planning Meeting

=R
R

Call Control ® eeting Doc

*You are the Host' PIN: 282989
-- you are an the call -- dared £ !

2 o
Reinvent URL

—

= VOIP conferencing

Enabling powerful new
conferencing features

*Meeting recording
*Multi-meeting support

*SpeechLogger keyword
search

© 2005 AT&T, All Rights Reserved.

[=[how] (@] mure] (g wansur NOTIING L, el faran . ‘e .
Planning document 20040 2M  Gerald Karam .Em I/I M t f t
[EP[ ook meeTiug | (X [EnonEETIG] al notication
o
o Meeting S '
- . t t
Reinvent URL - ee Ing ecurl y
- :
1aI1:ICIpant List® [ spurmeeTing | Planning docum.ent. 2004-05-19  0.02M
Budget and Projections 2004-03-19  28TM
I Mute Block
orded Confere and Playba 050 e plorer provided b A
--- Members --- [E File Edit view Favorites Took Help [
= | OROF
Gorald Karam ERE Recorded Conference Search and Playback =
=2 Karrie Hanson - r My Notes @ o o
e Meeting: Application Building
JeC DU dcC -0
Touch Tone Help Search for & temn in this canference recording:
= or click on one from this list registry, implementation, extern [ ] ] A(]E (] - - -
| 6 I Mllte.yourselfon the phone h},f architecture, protocol, application, budget, description, dyna|
pressing the B key.
P lick on the play button to listen to th I If
| & | Unmute yourself on the phone or click on the play button to listen to the entire conference .~ ° ° o ° -Y}- °
—I by pressing the 3 key. | I 1 I
| 3| End the meeting (host only) by T I T T S e T e B |
pressing the 3 key. 4 3926 e
L piav ] ston | spesa |
Selected Term: protocol (3 hits)
1300:31:10  actually run across any networlk protocol oh we feel that most
2)00:37:22  running all of the access protocol is usually almost always going
3)00:47:19  as the atthe uh protocol us is a higher level | |




WebTalk

T
. e

.
.

s
.
. D

=
-
iotai bada sen

Terms and Conditions

Language
Generation

achine Learning

Understanding _
Website

Analysis

Automatic spoken dialog
system building based on a set
of Web pages

Privacy Policy, Write to ATET,
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Products & Services Local Solutions

Succeed with the service that's right
for your business. Choose from the
strongest portfolio of service
anywhere. And get the reliability and
flexible, competitive pricing that only
ATaT can offer.

Get more: Power up your AT&T Local
“oice Services with our servic
enhancements. Streamline your local
communications with abbreviated
dialing or voice mail. Take control
with authorization codes

IntralaTa calls, All at competitive
prices, with the guality and rel\ab\htv
vou've come to expect from &

The AT&T Difference

local voice service

If you're unsure which AT&T Local
“Woice Service is best for you, find
your solution here. Disaster
avoidance. Video conferencing.
Instantaneous document retriewal
Heavy inbound calling. Or simply
reliable, cost-effective local service
Find the service that makes sense
for your business.

Find out how AT&T can offer clear
advantages for vour business. Get
competitive pricing and volume
discounts. Retire commitments
aster. Simplify your bills. Count on
our unsurpassed reliability and 24-
hour network performance
monitoring and support. Save time
with one-stop shopping for all your
voice service needs, Only with AT2T,

http://www.local.att.co
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Contact Us
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NATIONW|
ONE 50

the (

AT&T
difference

FNot T services mealle

- §AT&T



Converged Model

Multimedia/Multi-application Transparency

Information Software
Services Distribution

Interactive
Games

Entertainment
Television

Electronic
Shopping

Education
Services

Network
Service

Internet

Brlication
; atform
Service
Providers, Service Providers
Platform
Broadband '* Broadband
Wireless Wired
Access Access
Transport
Network Q
\

Networks Networks

Wired/Wireless Service Integration
- S
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Thank You!

www.att.com

% ATeT
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