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Top Ten Technology TrendsTop Ten Technology Trends
1. IP Will Eat Everything!  

2. Broadband Will Be Common

3. Wireless Internet  Will Be Big – Driving Mobility

4. Sensor Networks Will Be Everywhere 

5. Convergence of Communications &  

Computers Will Become a Reality

6. Death of Locality

7. Security Is Critical

8. NexGen Distributed Computing Is Growing

9. Home LANs Will Proliferate

10. Data Mining ���� Information Mining
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Internet Big Bang!Internet Big Bang!
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IP DEVICESIP DEVICES

IP EnablementIP Enablement

CPECPE

SMALL BUSINESS
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SoIP
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PacketizingPacketizing to the Edge of the Network Enables Unprecedented to the Edge of the Network Enables Unprecedented 

Flexibility to Our Customers and PartnersFlexibility to Our Customers and Partners
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MSE / IP/ MPLS CoreMSE / IP/ MPLS Core

SoIP Common InfrastructureSoIP Common Infrastructure
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E911E911

SecuritySecurity

VoIP – Some Key IssuesVoIP – Some Key Issues

Legal InterceptLegal Intercept

Scalability & ReachScalability & Reach

Operations & Network Mgt.Operations & Network Mgt.
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VoIP Security ObjectivesVoIP Security Objectives

• Preserve integrity

– Prevent theft of the VoIP service

– Prevent fraudulent use of VoIP services

• Preserve the availability

– Prevent Denial of Service of the VoIP service

• Preserve the confidentiality

– Prevent eavesdropping on signaling and media paths

• Preserve integrity

– Prevent theft of the VoIP service

– Prevent fraudulent use of VoIP services

• Preserve the availability

– Prevent Denial of Service of the VoIP service

• Preserve the confidentiality

– Prevent eavesdropping on signaling and media paths

Customer Perception of VoIP Security Should Customer Perception of VoIP Security Should 

Match That of PSTNMatch That of PSTN
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VOIP Security Architecture Protection DomainsVOIP Security Architecture Protection Domains
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AT&T Intelligence-Based Service: Internet ProtectAT&T Intelligence-Based Service: Internet Protect

•• AT&T Analysts Process Over 7 TB of Information Daily for SecuriAT&T Analysts Process Over 7 TB of Information Daily for Security Indicatorsty Indicators

•• Internet Protect Provides 24 by 7 Processing, Analysis, and PorInternet Protect Provides 24 by 7 Processing, Analysis, and Portaltal
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•• Security Indicators Provide Real Time Alerting, Forensics, and Security Indicators Provide Real Time Alerting, Forensics, and BlockingBlocking

•• 24 by 7 Monitoring Allows AT&T Clients to Respond Based on Best24 by 7 Monitoring Allows AT&T Clients to Respond Based on Best DataData
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•• Internet Protect will support a reliable VoIP serviceInternet Protect will support a reliable VoIP service

•• AT&T Internet Protect Reinvents AT&T Internet Protect Reinvents ““Network Intrusion DetectionNetwork Intrusion Detection””
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Legal Intercept/Surveillance ArchitectureLegal Intercept/Surveillance Architecture
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Global NetworkGlobal Network

•• 146 MPLS Nodes146 MPLS Nodes

•• 4,800 Remote Access 4,800 Remote Access POPs POPs 

in more than 150 countriesin more than 150 countries

•• 21 Internet Data Centers21 Internet Data Centers

Domestic NetworkDomestic Network

•• 744744 POPsPOPs

•• 76K Route Miles76K Route Miles

More PlacesMore Places

AT&T carries around 1.2AT&T carries around 1.2

petabytespetabytes of IP traffic per of IP traffic per 

day over the AT&T networkday over the AT&T network

AT&TAT&T’’s IP traffic is now s IP traffic is now 

over 40% greater than over 40% greater than 

LD voice trafficLD voice traffic

More PacketsMore Packets

All of AT&TAll of AT&T’’s networks s networks 

perform between 4perform between 4--5 nines 5 nines 

of reliabilityof reliability

More ReliableMore Reliable

VoIP – Scalability & ScopeVoIP – Scalability & Scope
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AT&T and VoIPAT&T and VoIP
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Operations & Network Management Will Be Key To SuccessOperations & Network Management Will Be Key To Success
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DrivingDriving
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BENEFITS

Turning Vision into RealityTurning Vision into Reality




